Internal control over financial reporting is mandated by the Sarbanes-Oxley Act of 2002. Given the integral role of information technology (IT) in financial processing and reporting, IT is hypothesised to be a contributor to the strength of a firm's internal controls. This study explores the relationship between innovative use of IT and internal control weaknesses. The analysis indicates that firms that are ranked in the Information Week 500 as innovative users of IT are less likely to be cited by their auditors for internal control weaknesses. Implications include the importance of solid IT governance practices and a strong focus on IT controls in today's heavily IT-enabled business environments.
Introduction
In recent years, financial reporting has become inextricably intertwined with the information technology (IT) that processes, collects, and distills data and transactions as they flow through the firm's operations. The role of technology in the operation of a firm and ultimately in the reporting of its financial status to potential investors has spurred much activity in reporting practices and the audit thereof. For example, in Statement of Auditing Standards (SAS) 94, the Auditing Standards Board (ASB) has focused on the centrality of systems in the reporting process and mandated that auditors understand a firm's IT systems and the potential risks that they impose on the reporting process. This includes evaluation of the security and control of the data and processes connected to the systems (McConnell and Schweiger, 2007) .
With much academic research (e.g. Ashbaugh-Skaife, Collins and Kinney (2007), Li et al. (2012) , etc.) and practitioner analysis (e.g. Ratcliffe and Munter (2002) ) of the issues involved, auditing in an IT environment has taken on a life of its own. While IT is integral to every modern organisation's operation, over the last several decades companies have embraced technology in various formats often with unique and innovative applications, in pursuit of assorted goals. Despite some debate on the matter (Carr, 2003a (Carr, , 2003b , it has been shown that even though standard IT tools are used, when applied in an innovative fashion they become an inimitable resource that can create competitive advantage for a firm (Bharadwaj, 2000; Pavlou and El Sawy, 2006; Wade and Hulland, 2004) .
Since IT, and the control thereof, plays such a central role in the financial audit, and no two firms apply IT in the same manner, it seems that the approach to and nature of a firm's use of IT would be a significant factor in the results of its financial audit. Upon this backdrop, the current study focuses on the class of firms who are innovative users of IT and aims to determine whether the sophisticated level of their systems deployment is associated with better performance in financial audits.
Theoretical background

SOX and internal controls
The Sarbanes-Oxley Act (SOX) was enacted by the US Congress in 2002 following a number of high-profile audit failures (e.g. Enron and WorldCom) and the subsequent failure of the then Big-6 public accounting firm, Arthur Anderson. The purpose of the act was to enhance required reporting and disclosure standards for public company boards of directors, management and public accounting firms. It required management to certify the accuracy of financial reports and increased penalties for fraudulent reporting practices.
Section 404 of the act requires that annual (Form 10-K) and quarterly (Form 10-Q) public accounting reports contain an assessment by management of the internal control over financial reporting. As defined by Accounting Standard No. 5, "A company's internal control over financial reporting is a process designed to provide reasonable assurance regarding the reliability of financial reporting and the preparation of financial statements for external purposes in accordance with generally accepted accounting principles." This includes implementing procedures that will provide assurance that records properly reflect transactions, and that unauthorised transactions are detected. (Paragraph A5 of Auditing Standard No. 5).
Additionally, the section requires the external auditor to attest and provide an opinion as to management's assessment of internal control. In the event that the auditor is 'not satisfied' with the internal control assessment, and detects a material weakness, the auditor is required to report an internal control deficiency. This would indicate that there is a reasonable possibility that a material misstatement of the company's annual or interim financial statements will not be prevented or detected on a timely basis. (Paragraph A7 of Auditing Standard No. 5).
IT and internal controls
In the modern business environment, because of reliance on various technology systems to process transactions and store data, the IT Governance Institute describes IT as "the foundation of an effective system of internal control over financial reporting." (ITGI, 2006 ) Therefore, it is every firm's duty to ensure that IT controls are built into their systems to ensure that they comply with SOX regulations. The function of these IT controls is to mitigate the risks related to electronic processing and includes oversight of computer operations as well as access to data, and the development and change of the software programs (ITGI, 2006) . IT controls usually include an appropriate combination of automated and manual controls and vary based on the nature and complexity of the IT system (Ratcliffe and Munter, 2002) .
In order to comply with SOX, every firm must choose a framework by which they will evaluate their internal controls (Klamm and Watson, 2009; PCAOB, 2007) . The most commonly utilised framework for this purpose is the report of the Committee of Sponsoring Organisations of the Treadway Commission, known as the COSO report. While COSO addresses financial controls, it does not specifically deal with IT-related internal controls. Based on COSO, Control Objectives for Information and Related Technology -COBIT -is a complementary framework developed by ISACA (Information Systems Audit and Control Association) that hones in directly on the objectives for IT controls. More than simply a list of controls, COBIT provides a 'best practices' guide for the successful implementation of business information systems. COBIT emphasises the concept of IT governance, offering guidelines for methods of managing IT in an enterprise (ISACA, 2014) .
IT and financial audits
The IT environment has had both positive and negative impacts on the audit process. On the positive side, for example, computer systems have increased auditors' ability to analyse financial activity within the firm, including conducting "complex calculations in processing large volumes of transactions or data". Automated transactions allow "enhanced information timeliness, availability and accuracy" for auditors to take advantage of the evaluations. In addition, built into information systems that automate business processes are application controls that are important for auditors because they perform tests to ensure the accuracy of transactions, reducing the likelihood of misstatements (Curtis et al., 2009) . Technology also affords the opportunity to address security of data and information. Still, on the negative side, IT has introduced risks. For example, glitches can exacerbate incorrect processing or inaccurate data, and unauthorised changes to data or programs can lead to misstatements (Ratcliffe and Munter, 2002) . Complex IT systems may be difficult for auditors to understand and cause mistakes. Additionally, automated controls can pose a risk if they are relied upon but do not work properly.
Traditionally, in assessing the internal control over financial reporting, auditors have developed and followed processes and procedures to assess paper-based transaction and accounting systems. However, modern data processing systems pose challenges to these audit procedures. This is mainly because electronic evidence has very different properties than its paper-based counterpart. For example, electronic evidence, which often requires an expert to extract it from the system, can be more easily altered without detection, is less complete (includes codes or cross-references to related data) and less clear (due to similar record formats) than paper evidence. Additionally, the electronic format often obscures evidence of approval (Ratcliffe and Munter, 2002) . In response to these challenges, SAS 94 of 2001 provides guidance for auditors on understanding controls over IT-enabled business operations and how to properly test them.
IT control weaknesses
Both historically and recently, research studies have shown that weaknesses in IT controls have been associated with control weaknesses in other areas (Bell et al., 1998; Klamm and Watson, 2009; Messier, Eilifsen and Austen, 2004) . Furthermore, IT control weaknesses have been shown to be connected with less accurate forecasts (Li et al., 2012) and more misstatements (Klamm and Watson, 2009 ). These findings are evidence of the central and far-reaching role of IT in maintaining satisfactory control over financial reporting. As IT becomes progressively more prominent within the operations and even the strategy of a company, the importance of satisfactory IT controls is increasingly crucial toward SOX compliance and sound financial reporting.
Innovative IT systems and internal controls
In planning an audit and choosing the appropriate tests of controls, auditors will naturally consider the nature and complexity of the information systems in use and the transactions being processed (Ratcliffe and Munter, 2002) . Auditors have been found to expect a more involved audit when sophisticated information systems are being used (Altschuller, Fried and Gelb, 2013) . However, there have been mixed reports to validate these expectations. A prime example is the ERP system, a relatively recent technology innovation that unifies all of the firm's processing into one system. With these systems, previously isolated information processing instances are redesigned and integrated with one another. While processing is streamlined, the result is often a very complex technology implementation. Anecdotally, the complexity of their implementations has pointed toward material misstatements (Clark, Jones and Zmud, 2006) . However, empirically, ERPs have been shown to take advantage of built in controls, reducing reports of internal control weaknesses (Morris, 2011) . Therefore, even if auditing the processes using the systems is more involved, sophisticated IT systems are not necessarily associated with weak internal controls or suboptimal IT processing.
In recent years, business innovations have increasingly pushed the envelope in terms of the scope of information processing that they address. Innovative business leaders have capitalised on new technologies to cut costs, differentiate their offerings, analyse their markets and revolutionise their communications in new and unprecedented ways. For example, the prevalence of such technologies as cloud computing, internet capabilities and web 2.0 technology enables systems to incorporate data from outside sources. E-commerce capabilities, social technologies and user-generated information all contribute to expanding the scope of information processing, incorporating additional dimensions to the responsibility of ensuring proper internal controls over financial reporting.
Firms at the cutting edge of technology innovation have been incorporating novel ways to enhance their business strategies using new technology developments. However, the impact of these innovations on the quality of their internal controls has not been studied. Given the investments that are typically made in IT, it is important for both IT and strategic managers to know the additional gain or cost that might be associated with their investment.
SOX compliance and IT governance
In exploring the relationship between IT innovation and internal controls, it is important to understand further the processes that companies undergo in striving for SOX compliance in their IT systems. Incorporating controls over IT is not just a list of rules on a checklist that need to be met. Rather, it is an opportunity for strengthening the IT operation toward many benefits for the corporation. With the tighter governance over IT that is prescribed by COBIT, information systems are more reliable leading to many important advantages, such as competitive advantage through increased efficiency, reduced risk of security breach, and high quality input for decision making, among others (Damianides, 2005; ITGI, 2006) .
One of the major IT governance principles outlined by COBIT is alignment between business strategy and IT. As IT initiatives are undertaken, they should be matched and prioritised within the strategic goals of the firm. This necessitates business strategy leaders becoming involved in the management of IT bringing IT to the forefront of the firm's consciousness (Damianides, 2005; ITGI, 2006) . The advantages of aligning business and IT have been examined extensively (e.g. (Luftman and Kempaiah, 2007) ), citing the importance of investing in technology that will directly support the strategic goals of the firm rather than wasting effort and money on an IT strategy that diverges from them. Unification between corporate and IT governance and the synergy between business and IT strategy are the key advantages that innovative users of IT have realised. Weiss, Thorogood and Clark (2006) describe a strategic alignment where IT is used to actually enable business and even as a strategic weapon. True IT innovation companies are those who join technology into their corporate strategic goals to offer or accomplish something truly groundbreaking.
One would expect that an IT innovator -a company that has accomplished these standards of IT governance -would see benefits in terms of its IT control programs as part of this process. It is upon this backdrop that the following prediction about IT innovation firms can be made:
Hypothesis: Firms that are considered innovative users of information technology will experience fewer auditor reports of internal control weaknesses.
Methodology
In order to test the relationship between use of innovative IT solutions and the internal controls of firms using those solutions, this study looks for a correlation between Information Week 500 rankings and reports of internal control weaknesses.
The Information Week 500 rankings of firms' innovations and uses of information technology are used as the proxy for the firms' innovative information technology capabilities. Information Week is a weekly print magazine read by nearly a half million business technology professionals. The Information Week 500 (recently renamed the Information Week Elite 100) has tracked the technology practices of the nation's largest and most innovative firms and is one of the most detailed sources of industry-specific IT budget information available. While the Information Week 500 ranking originally was based on the size of the IT investment alone, it soon began to incorporate the innovation and efficiency of IT. Therefore, this ranking is an appropriate measure for our purposes because it takes into account both the value and the innovativeness associated with IT expenditure. These rankings have been used in prior research to measure the sophistication of firms' information technology (Altschuller, Fried and Gelb, 2013; Altschuller, Gelb and Henry, 2010; Bharadwaj, 2000) .
Although this is not a direct measure of innovativeness and it is possible that nonranked firms are innovative as well, the 500 ranked firms have been vetted and evaluated by a renowned business organisation and found to be the top 500 innovative users of IT. Winners of this acclaim have used technology in original and inventive ways to improve their business. These companies come from across industries and include IT innovations in different parts of the business such as back-end processing, customer interface and strategic planning. As an example, one of the recently acclaimed companies is a pharmaceutical company that uses technology to collect and analyse data to tailor treatments to specific patient populations (Information Week).
Internal controls will be measured by focusing on the auditor's report on internal controls, now required by the SOX Act. Insufficient internal controls will be indicated by the issuances of auditor reports that cite material weaknesses in internal controls.
Research design
The design of the current research is based upon the prior work of Ashbaugh-Skaife, Collins and Kinney (2007) . In their paper, the researchers examined disclosures of internal control deficiencies resulting from Sarbanes-Oxley but their focus was very different from the current study in a number of ways. They examined the period of time prior to the required implementation of SOX-mandated external audits under Section 404. In this pre-Section 404 period, Section 302 of SOX mandated only that management assess the effectiveness of the internal control systems and urged (but did not require) management to report whether there were any deficiencies. Ashbaugh-Skaife, Collins and Kinney examined 1 the economic factors that contribute to a firm experiencing internal control failures 2 managements' incentives to discover and report internal control deficiencies.
While they examined voluntary internal control weakness disclosures, this study looks at auditor reports of those weaknesses. Additionally, their study did not focus at all on the innovativeness of IT systems or its potential impact on internal control weaknesses. However, their study serves as a valuable starting point for this study which uses the economic factors they uncovered as control variables, isolating the IT innovation factor.
The following equation is used to test the impact of the innovativeness of the firms' information technology on internal control efficiency opinions. The equation, based on the analysis used in Ashbaugh-Skaife, Collins and Kinney (2007) , is designed to control for factors that have been established in the literature as internal control risk factors. ICDEFj, t = β0 + β1IW + β2SGMNTSj, t + β3FRGNj, t + β4M&Aj, t + β5RESTj, t + Β6INVTj, t + β7SIZEj, t + β8LOSSj, t + β9ALTZj, t + β10CHAUDj, t + β11GROWj, t + εj, t ( 1 ) The dependant variable, ICDEF, is an indicator variable set equal to 1 if the auditor reported the internal controls were not effective and 0 otherwise. IW is the key variable in the study. IW is an indicator variable set equal to 1 for firms that are ranked in the Information Week 500. Information Week ranks firms based on the sophistication of their information technology as well as on the innovative ways that they put that technology to work. The impact of this innovation on internal control efficiency is the focus of this study. β1 is expected to be negative if increased IT sophistication improves internal controls.
The research design follows Ashbaugh-Skaife, Collins and Kinney (2007) and includes other variables in the model that control for internal control risk factors. SGMNTS, the number of business segments a company reports, and FRGN, an indicator variable equal to 1 for firms that reported paying foreign taxes, are included in the model to capture the complexity and scope of a company's operations. The more complex the operations of a company, the greater the likelihood of an internal control deficiency, thus these variables are expected to be positively related to ICDEF.
Firms that have recently experienced significant changes in their organisational structure can be expected to face new challenges related to their internal controls. The reorganisation could lead to a greater likelihood of internal control deficiencies. M&A, an indicator variable set to 1 for companies that have been involved in a merger or acquisition, and REST, an indicator variable equal to 1 for firms that report restructuring costs, are included in the model to capture shifts in organisational structure. These shifts are expected to weaken the firm's established internal controls and so these variables are expected to have a positive relation with ICDEF.
INVT, the ratio of inventory to total assets, is included in the model because inventory measurement issues create an internal control challenge for many firms. These issues include the proper measurement of inventory value and occasional write down of that value. In addition, there exists the possibility of misreporting the true inventory value due to spoilage or theft. Because of these accounting measurement challenges presented by inventories, β6 is expected to be positive. SIZE, the market value of equity, is included as a measure of firm size. Larger firms have more resources and manpower to invest in internal control systems. Thus, β7 is expected to be negative.
Firms that are not performing well may not have the luxury or the ability to invest the necessary capital in their internal control systems. For example, firms that have experienced losses or find themselves in financial distress would likely not set aside funds to improve or even maintain their current internal control systems. An indicator variable equal to 1 for firms that have reported a loss (LOSS) and Altman's z-score measure of financial distress (ALTZ) are included in the model as measures of financial performance. Loss firms are expected to have a greater incidence of internal control deficiencies, so β8 is expected to be positive. Since higher z-scores indicate lower financial risk, β9 is expected to be negative; the lower the financial distress, the lower the likelihood of an internal control deficiency.
An indicator variable set equal to 1, CHAUD, for any firm that is in the first year of a new auditor is also included in the model. An auditor change typically takes place due to a disagreement between the auditor and the firm. One possibility for disagreement could be over the auditor's assessment of the firm's internal controls. Thus, β10 is expected to be positive. GROW, the growth rate of sales from the prior period, is included as a measure of growth. Firms that are growing and expanding may face internal control challenges since their growth necessitates hiring and training new employees. Additionally, the growth itself may present a challenge for the IT systems to keep pace with. Thus, β11 is expected to be positive.
Sample and descriptive statistics
The sample consists of all firms with all necessary data from both Compustat's Audit Analytics, Industrial Annual, and Segment datasets for the years 2006 to 2012. Information Week data were hand collected from the magazine's annual Information Week 500 issue. The final sample consists of a total of 13,897 firm year observations of which 1,065 are Information Week ranked firms (IW firms) and 12,832 are non-IW firms.
See Table 1 for the sample distribution across the sample years. Information Week firm years represent 7.66% of the total sample years, ranging from a low of 6.84% in 2011 to a high of 8.50% in 2008. Table 2 presents descriptive statistics for the sample firms. Panel A reports statistics for the non-IW firms and Panel B reports statistics for the IW firms. The IW firms seem to be different than the non-IW firms. Their operations are more complex (SGMNTS and FRGN) and they report more restructurings (REST) but less mergers and acquisitions (M&A). They are larger (SIZE) and have lower incidence of negative income (LOSS). Interestingly, they report a lower Altman z-score (ALTZ) than the non-IW firms. To see if the differences reported in Table 2 are indeed statistically significant, t-tests were conducted on the difference in means for the IW firms and the non-IW firms. The results of the t-tests are reported in Table 3 . In every measure employed in this study, the IW firms are different from their counterparts who were not as innovative in their IT development and use. The IW firms have more segments (SGMNTS), more foreign operations (FRGN), more restructuring (REST), but less mergers and acquisitions (M&A). The IW firms are larger (SIZE), report fewer losses (LOSS), and have slightly lower levels of inventories (INVT). IW firms are less likely to change auditors (CHAUD) and, somewhat surprisingly, have greater financial distress (ALTZ). As for internal control opinions (ICDEF), IW firms are less likely to have an auditor report their internal controls as ineffective. Table 4 reports the correlation matrix. Consistent with expectations based on prior literature, internal control deficiencies (ICDEF) are positively related to inventory levels (INVT), incidence of losses (LOSS) and auditor change (CHAUD). Larger firms (SIZE) and firms that have lower financial distress (ALTZ) have a lower likelihood of the auditor reporting an internal control deficiency. Table 2 Descriptive statistics
Univariate results
The results in Table 4 confirm those reported in Table 3 . IW is negatively related to the auditor reporting an internal control deficiency (ICDEF). IW is also positively related to SIZE, SGMNTS, FRGN and REST, and negatively related to LOSS, CHAUD, M&A and INVT. Table 6 .
Multivariate results
The results of logistic regression analysis using Equation (1) are reported in Table 5 . The coefficient of interest, IW, is negative and significant, consistent with IT innovation being associated with stronger internal controls and confirming the hypothesis. As for the control variables, the coefficients for SGMNTS, INVT, LOSS and CHAUD are all positive and significant, as expected. The coefficient for SIZE is negative and significant, also consistent with expectations. Taken together these results indicate that firms with more complex operations (SGMNTS), or with greater possibility of accounting measurement error (INVT), or with fewer resources (LOSS), or firms that have experienced an auditor change are more likely to have weaker internal controls. Conversely, larger firms (SIZE) are likely to have more efficient internal control systems. While the results for FRGN and ALTZ are in the expected direction, they are not significant. Surprisingly, REST is significant but in the opposite direction than expected.
Discussion and conclusions
Results of the analysis indicate that there is in fact a relationship between companies who have innovative IT investments and the number of internal control weaknesses that their auditors report. Specifically, this study finds that IT innovation is correlated with fewer reports of internal control weaknesses. This is consistent with companies modifying their IT governance, as per adherence to COBIT guidelines, to reflect both a strong internal control program for IT and a tight alignment between IT and their business strategy. Table 4 Correlations (coef. and p-values) A relationship between sophisticated IT-based operations and strong internal controls might sound counterintuitive to those familiar with audits of complex business operations. However, these results do not draw direct causality between innovative IT systems and strong internal controls. Rather, what has been revealed through this research is the importance of a sound policy of IT governance. This study provides valuable insight into the extensive influence of a strategically defined IT governance structure, by indicating that it can impact both the success of innovative IT investments (via aligning business and technology strategy) and the strength of internal controls of IT. Pseudo R-square 4.86%
*indicates significance at the 1% level. Variables are defined in Table 6 .
Table 6
Variable definitions
Variable name Variable description
ALTZ
The Altman z-score measure of distress risk.
CHAUD
Indicator variable equal to 1 if the firm's auditor this year is different from the auditor from the year before and 0 otherwise.
FRGN
An indicator variable equal to 1 if the firm reports paying foreign taxes and 0 otherwise.
GROW
The growth rate in sales from the prior year.
ICDEF
An indicator variable equal to 1 if the auditor reported the internal controls were not effective and 0 otherwise.
INVT
The ratio of inventory to total assets.
IW
An indicator variable equal to 1 for firms that are ranked in the Information Week 500 and 0 otherwise.
LOSS
An indicator variable equal to 1 if earnings before extraordinary items is less than zero and 0 otherwise.
M&A
An indicator variable equal to 1 for firms that were involved in a merger or acquisition and 0 otherwise.
REST
An indicator variable equal to 1 for firms that were involved in a restructuring and 0 otherwise.
SGMNTS
The number of reported business segments.
SIZE
The market value of equity.
